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END-TO-END LEARNING A MODEL
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ALGORITHMS  (with public and private inputs)
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PRIMITIVES

Simple San( . ) ’s for some simple functions
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SANITIZING A LOW SENSITIVITY FUNCTION
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Gauss

SANITIZING A LOW SENSITIVITY FUNCTION: GAUSSIAN
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[Dwork-McSherry-Nissim-Smith 2006]

Gaussian Distribution



Gauss

SANITIZING A LOW SENSITIVITY FUNCTION: GAUSSIAN
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[Dwork-McSherry-Nissim-Smith 2006]

Multi-dimensional Gaussian



SANITIZING A SELECTION: EXPONENTIAL
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Using San( . ) ’s for complex tasks



EXAMPLE: PICKING A GOOD DAY

A

B

C

D

E

F

G

H

Mon Tue Wed Thu Fri Sat Sun
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EXAMPLE: PICKING A GOOD DAY
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THE JUST-ADD-NOISE PARADIGM
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EXAMPLE: PRINCIPAL COMPONENT ANALYSIS
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EXAMPLE: PRINCIPAL COMPONENT ANALYSIS

A lot of work in DP PCA

[Blum-Dwork-McSherry-Nissim-04]
[McSherry-Mironov-09]
[Chaudhuri-Sarwate-Song-12]
[Hardt-Roth-12]
[Kapralov-T.-13]
[Hardt-Roth-13]
[Dwork-Thakurta-T.-Zhang-14]
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EXAMPLE: PRINCIPAL COMPONENT ANALYSIS

 

Gauss

[Dwork-Thakurta-T.-Zhang-2014]
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EXAMPLE: PRINCIPAL COMPONENT ANALYSIS

 

Gauss

Can prove strong error bounds
Optimal under DP constraint 

[Dwork-Thakurta-T.-Zhang-2014]
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NOISE-UP-THE-RIGHT-OBJECT(S) PARADIGM
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EXAMPLE: COUNT QUERIES
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EXAMPLE: MULTIPLE COUNT QUERIES
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EXAMPLE: MULTIPLE COUNT QUERIES
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[Dinur-Nissim-2003, Muthukrishnan-Nikolov-2012]
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[Hardt-T.-10, Bhaskara-Dadush-Krishnaswamy-T.-12, Nikolov-T.-Zhang-12]
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[Hardt-T.-10, Bhaskara-Dadush-Krishnaswamy-T.-12, Nikolov-T.-Zhang-12]



EXAMPLE: MULTIPLE COUNT QUERIES
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Tailor the noise to the 
geometry of the query set

 

 

[Hardt-T.-10, Bhaskara-Dadush-Krishnaswamy-T.-12, Nikolov-T.-Zhang-12]



INTERLUDE: GEOMETRY & DISCREPANCY
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[Nikolov-T.-Zhang-12, Matousek-Nikolov-T.-15]

 
 



EXAMPLE: MANY MULTIPLE COUNT QUERIES
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[Blum-Ligett-Roth-08, Hardt-Rothblum-10]



EXAMPLE: MANY MULTIPLE COUNT QUERIES
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EXAMPLE: MANY MULTIPLE COUNT QUERIES
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[Nikolov-T.-Zhang-14]

 



USE-AVAILABLE-INFORMATION-TO-POSTPROCESS
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END-TO-END LEARNING A MODEL
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MAKING DEEP NETWORKS PRIVATE
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STOCHASTIC GRADIENT DESCENT

 



STOCHASTIC GRADIENT DESCENT

 

Gauss

Naïve privacy analysis:

Bound privacy cost of each step
Use Strong composition

T usually huge. Get bad bounds



PRIVACY AMPLIFICATION BY SAMPLING

•

[Kasiviswanathan-Lee-Nissim-Raskhodnikova-Smith-08]



STOCHASTIC GRADIENT DESCENT

Sampling by amplification helps.

We prove a stronger 
composition theorem for such 
mechanisms

[Abadi-Chu-Goodfellow-McMahan-Mironov-T.-Zhang-16]
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STOCHASTIC GRADIENT DESCENT

Sampling by amplification helps.

We prove a stronger 
composition theorem for such 
mechanisms

[Abadi-Chu-Goodfellow-McMahan-Mironov-T.-Zhang-16]
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END-TO-END MODEL TRAINING
 

[Abadi-Chu-Goodfellow-McMahan-Mironov-T.-Zhang-16]
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OTHER PARADIGMS
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SUMMARY
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