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outline

•	
  	
  Mo*va*ng	
  examples	
  for	
  the	
  ques*on:
	
  	
  	
  	
  	
  Does	
  parallel	
  repe--on	
  improve	
  security?

•	
  Our	
  result
•	
  Proof’s	
  sketch



Example	
  #1	
  –	
  CAPTCHAS
CAPTCHAS	
  –	
  Aim	
  to	
  dis*nguish	
  human	
  beings	
  from	
  a	
  machines.

	
  Used	
  to	
  fight	
  spamming,	
  denial	
  of	
  service,…

Basic	
  task	
  –

Not	
  hard	
  enough	
  (easy	
  to	
  guess	
  with	
  probability	
  1/36)

	
  –	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  –	
  	
  Amplifica*on	
  via	
  “Parallel	
  repe**on”

By	
  how	
  much	
  (if	
  at	
  all)	
  does	
  parallel	
  repe**on	
  improve
security?

=
?

=
?

=
? Amplifica*on	
  via	
  “sequen*al	
  repe**on”

Improves	
  security	
  (to	
  any	
  degree)
Problem:	
  imprac*cal,	
  	
  too	
  much	
  *me

=
?

=
?



Example	
  #2	
  –	
  Commitment	
  Schemes

Commit stageReveal stage

mm

mmS



Example	
  #2	
  	
  -­‐	
  Commitment	
  Schemes

Security	
  proper*es:Security	
  proper*es:
Hiding:	
  	
  	
  	
  RR	
  learns	
  nothing	
  about	
  mm	
  during	
  commit	
  stage
Binding:	
  SS	
  cannot	
  decommit	
  to	
  two	
  different	
  values
• More	
  “powerful”	
  than	
  encryp*on
– Can	
  have	
  sta*s*cal	
  hiding

• Extremely	
  useful

Weakly	
  binding:	
  	
  SS	
  cannot	
  decommit	
  into	
  two	
  different	
  values
with	
  ”too	
  high”	
  probability

Amplifica-on	
  idea:	
  S	
  S	
  commits	
  to	
  the	
  same	
  value	
  many	
  *mes	
  (in
parallel)

By	
  how	
  much	
  (if	
  at	
  all)	
  binding	
  is	
  improved?



Star-ng	
  point	
  –	
  A	
  protocol/algorithm	
  with	
  “weak	
  security”	
  –
security	
  holds	
  with	
  some	
  probability

Goal	
  –	
  Amplify	
  to	
  fully	
  secure	
  protocol/algorithm

Examples:	
  one-­‐way	
  func*ons,	
  PCP’s,	
  CAPTCHAS,	
  iden*fica*on
schemes,	
  interac*ve	
  arguments,	
  …

Real	
  challenge	
  –	
  preserve	
  other	
  proper*es,	
  in	
  par*cular	
  efficiency

Most	
  natural	
  approach	
  is	
  via	
  parallel	
  repe**on

Does	
  parallel	
  repe**on	
  improve	
  security?
Answer:	
  (in	
  general)	
  No

Our	
  result:	
  Effec*vely,	
  Yes

Goal	
  –	
  Hardness	
  Amplifica*on

=?=≠



Soundness:	
  For	
  any	
  efficient	
  P*

Pr[V	
  accepts	
  in	
  (P*,V)]	
  is	
  negligible

• Typically,	
  (P,V)	
  has	
  addi*onal	
  func*onality	
  and	
  other	
  useful
proper*es

• Realizes	
  the	
  security	
  of	
  significant	
  types	
  of	
  systems

Interac*ve	
  Arguments

7

P V

Weak	
  soundness:	
  For	
  any	
  efficient	
  P*
	
  	
  	
  	
  	
  	
  Pr[V	
  accepts	
  in	
  (P*,V)]	
  <	
  	
  ε	
  	
  (e.g.,	
  ½)

Soundness	
  error

	
  	
  

	
  	
  

…

Accepts	
  /	
  Rejects

V	
  accepts	
  if	
  the	
  keys	
  open	
  the	
  safe
into	
  two	
  different	
  values

P	
  tries	
  to	
  make	
  V	
  accept	
  
an	
  invalid	
  statement

The	
  soundness	
  of	
  (P,V)	
  equals
	
  	
  the	
  binding	
  of	
  (S,R)



Amplifica*on	
  of	
  Interac*ve	
  Arguments

For	
  any	
  efficient	
  P*

	
  	
  Pr[V	
  accepts	
  in	
  (P*,V)]	
  <	
  ε
For	
  any	
  efficient	
  P*

	
  Pr[V’	
  accepts	
  in	
  (P*,V’)]	
  is	
  negligible
Goal	
  –	
  a	
  generic	
  transforma*on	
  that	
  preserves	
  other	
  proper*es

of	
  (P,V)	
  (in	
  par*cular	
  efficiency),	
  and	
  can	
  be	
  applied	
  to	
  any
protocol.

8

P 	
  	
  

	
  	
  

… P’ 	
  	
  

	
  	
  

…



Sequen*al	
  Repe**on

• No	
  overlap	
  between	
  execu*ons

• Verifier	
  accepts	
  if	
  all	
  sub-­‐verifiers	
  do

• Known	
  to	
  reduce	
  the	
  soundness	
  error	
  (to
any	
  degree,	
  i.e.,	
  εk)
– Since	
  repe**ons	
  are	
  independent

• Preserves	
  most	
  proper*es	
  of	
  the	
  original
protocol

• Blows	
  up	
  round	
  complexity
	
  (#	
  of	
  communica*on	
  rounds)

9

…

P

…

P

…

P

…

K

Accept	
  /	
  Reject

Accept	
  /	
  Reject

Accept	
  /	
  Reject
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Parallel	
  Repe**on

• Interac*ons	
  are	
  done	
  in	
  parallel

• Verifier	
  accepts	
  if	
  all	
  sub-­‐verifiers	
  	
  do

• Preserves	
  round	
  complexity.
Does	
  it	
  improve	
  security?

Does	
  not	
  work	
  in	
  general!

…
P

…

P

…

P
…

K

Accept	
  /	
  RejectAccept	
  /	
  RejectAccept	
  /	
  Reject



The	
  Counterexample	
  of	
  [Bellare	
  et	
  al.	
  ’97]

b	
  Ã{0,1}

P

V	
  accepts	
  if	
  bb’’	
  =	
  b	
  =	
  b,
and	
  the	
  safes	
  are	
  different

• Safes	
  are	
  realized	
  as	
  commitment	
  schemes

• Soundness	
  error	
  ½

bb’’

bb

bb’’



Two	
  Repe**ons	
  Do	
  Not	
  Improve	
  Soundness

b1	
  Ã{0,1}bb11

P*

b2	
  Ã{0,1}bb22

1

2

Both	
  verifiers	
  accept	
  if	
  b1	
  =	
  b2	
  )	
  soundness	
  error	
  ½

Can	
  be	
  extended	
  to	
  any	
  (#	
  of	
  repe**ons)	
  k

[Pietrzak-­‐Wikstrom	
  ‘07]	
  There	
  exists	
  a	
  single	
  protocol
whose	
  soundness	
  error	
  remains	
  ½	
  for	
  any	
  (poly)	
  k
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Can	
  we	
  improve	
  security	
  efficiently?
Parallel	
  repe**on	
  does	
  improve	
  soundness	
  in	
  few	
  special	
  cases:

• 3-­‐message	
  protocols	
  [Bellare-­‐Impagliazzo-­‐Naor	
  ‘97]

• Public-­‐coin	
  protocols	
  (i.e.,	
  verifier	
  sends	
  random	
  coins	
  as	
  its
messages)	
  [Håstad-­‐Pass-­‐Pietrzak-­‐Wikström	
  ‘08]	
  	
  and	
  [Chung-­‐Liu
‘09]

 Also	
  in	
  Interac*ve	
  proofs	
  	
  [Goldreich	
  ‘97]
and	
  two-­‐prover	
  Interac*ve	
  proofs	
  [Raz	
  ‘95]

The	
  above	
  does	
  not	
  apply	
  to	
  many	
  interes*ng	
  cases

Can	
  we	
  efficiently	
  improve	
  the	
  security	
  of	
  general	
  interac-ve
arguments?



In	
  fact,	
  we	
  are	
  going	
  to	
  “cripple”	
  the	
  original
protocol,	
  	
  in	
  a	
  way	
  that,	
  paradoxically,	
  	
  enables
repe**on	
  to	
  improve	
  security

Our	
  Result	
  [H ’09]
A	
  simple	
  modifica*on	
  of	
  the	
  verifier	
  of	
  any	
  interac*ve
argument,	
  yields	
  a	
  protocol	
  whose	
  security
is	
  improved	
  (to	
  any	
  degree)	
  by	
  parallel	
  repe**on



The	
  Random	
  Termina*ng	
  Verifier
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m	
  rounds

halts	
  &	
  accepts	
  w.p.	
  1/4m

accept	
  if	
  	
  V	
  does

halts	
  &	
  accepts	
  w.p.	
  1/4m

halts	
  &	
  accepts	
  w.p.	
  1/4m
…

P Ṽ



The	
  Random	
  Termina*ng	
  Verifier
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 (P,Ṽ)	
  has,	
  essen*ally,	
  the	
  same	
  soundness	
  guarantee
 Most	
  proper*es	
  of	
  original	
  protocol	
  are	
  preserved
 Applicable	
  to	
  many	
  se|ngs
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Why	
  Does	
  Random-­‐Termina*on	
  Help?

The	
  transforma*on	
  makes	
  the	
  verifier	
  less	
  predictable
Prevents	
  chea*ng	
  prover	
  from	
  using	
  one	
  verifier	
  against
the	
  other



Beats	
  the	
  Counterexample

b1	
  Ã{0,1}bb11

P*

b2	
  Ã{0,1}bb22

1

2

?
Halts

Pr[Ṽ	
  accepts	
  in	
  (P*,Ṽ)]	
  	
  =	
  9/32	
  	
  <	
  ½



Proof’s	
  Overview
Assume	
  for	
  any	
  efficient	
  P*

(1)	
  Pr[V	
  accepts	
  in	
  (P*,V)]	
  <	
  ε

Prove	
  for	
  any	
  efficient	
  P(k)*

(2)	
  Pr[V	
  accepts	
  in	
  (P*,V)]	
  <	
  ε(k)	
  w	
  εk

Proof	
  by	
  reduc-on	
  –
Assuming	
  P(k)*	
  contradicts	
  (2)

build	
  P*	
  that	
  contradicts	
  (1)

ε is	
  much	
  larger	
  than	
  εk,	
  thus	
  an	
  averaging	
  argument	
  would	
  not
be	
  enough

The	
  proof	
  “almost”	
  works	
  for	
  any	
  interac*ve	
  argument

V	
  accepts	
  in	
  (P*,V)	
  	
  $	
  	
  P*	
  “wins”

Skip



P(k)*

Defining	
  P*

…
…

…
…

…

i	
  chosen	
  at	
  random

P*

V



Defining	
  P*

P(k)*
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Let X1, . . . , Xk be ind. rv’s and let W be an event. Then for any ! > 0
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¡ log Pr[W ]
k

!
.

V
P*

emulated	
  verifiers’	
  
first	
  messages

qi

a -­‐i

ai

Given	
  qi	
  ,	
  find	
  q-­‐i	
  	
  such	
  that

Pr[P(k)*wins]¸(1-­‐	
  1/2m)·ε(k)

qi

If	
  succeeded,	
  	
  do	
  the	
  same	
  for	
  the	
  second	
  round
Does	
  such	
  q-­‐i	
  	
  always	
  exist?

W.h.p,	
  over	
  qi,	
  a	
  no*ceable	
  frac*on	
  of	
  the	
  q-­‐i	
  are	
  “good”
How	
  to	
  find	
  q-­‐i?

Sample	
  (at	
  random)	
  many	
  candidates,	
  and	
  for	
  each	
  es*mate
®	
  =	
  Pr[P(k)*	
  wins|	
  qi,q-­‐i]

Proposi-on	
  (follows	
  [Raz	
  ‘95]	
  or	
  [Talagrand	
  ’96]):
Let	
  W	
  be	
  an	
  event	
  over	
  X	
  =	
  (X1,…,Xk),	
  then	
  (for	
  large	
  enough	
  k)
Pr[W	
  |Xi	
  =	
  x]	
  w Pr[W],	
  w.h.p.	
  over	
  iÃ[k]	
  and	
  xÃ	
  Xi



Es*ma*ng	
  ®

…

qi

P(k)*
	
  	
  a -­‐i

…

q -­‐i

am -­‐i
qm -­‐i

Es*mate	
  ® 	
  (	
  =	
  Pr[P(k)
*wins|	
  qi,q-­‐i])	
  as	
  the	
  frac*on	
  of	
  successful,	
  random,

con*nua*ons	
  	
  (i.e.,	
  P(k)*wins	
  –	
  	
  all	
  sub-­‐verifiers	
  accept)

If	
  V	
  is	
  public	
  coin,	
  sampling	
  random	
  con*nua*ons	
  is	
  easy

Sampling	
  might	
  be	
  infeasible	
  for	
  arbitrary	
  V	
  –	
  As	
  hard	
  as	
  finding	
  a	
  random	
  preimage
of	
  an	
  arbitrary	
  (efficient)	
  func*on.

ai

ami

V

P*

This	
  is	
  why	
  parallel	
  repe**on	
  fails

qmi

q2i

q2 -­‐i



The	
  Random	
  Termina*ng	
  Case

P(k)*
	
  	
  a -­‐i

…

q -­‐i

am -­‐i
qm -­‐i

qi
ai

V

P*

q2 -­‐i

q2i…

ami

qmi

S*ll	
  hard	
  to
sample

halts	
  and	
  accepts



®’	
  Approximates	
  ®	
  Well

Since	
  many	
  of	
  the	
  Ṽj’s	
  are	
  expected	
  to	
  halt	
  a8er	
  the	
  first	
  round
)	
  	
  ®’	
  w ®  for	
  a	
  random	
  i

Proposi-on:	
  Let	
  W	
  be	
  an	
  event	
  over	
  X=	
  (X1,…,Xk),	
  then
Pr[W	
  |Xi	
  =	
  x]	
  w Pr[W]	
  	
  w.h.p.	
  over	
  iÃ[k]	
  and	
  xÃXi
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More	
  Details
Skip



Defining	
  P*(revisited)

P(k)*
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Let X1, . . . ,Xk be independent random variables and let W be an event,
then for any ! > 0 it holds that
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Let X1, . . . ,Xk be independent random variables and let W be an event,
then for any ! > 0 it holds that
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Let X1, . . . , Xk be ind. rv’s and let W be an event. Then for any ! > 0
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V
P*

qi

a -­‐i

ai

Find	
  q-­‐i	
  	
  such	
  that

Pr[P(k)*wins|qi,q-­‐i]¸(1	
  -­‐1/2m)ε
(k)

qi

Es*mate	
  ® =	
  Pr[P(k)*wins	
  |qi,q-­‐i]
-­‐	
  sample	
  random	
  con*nua*ons	
  of	
  all	
  verifiers

• Easy	
  for	
  the	
  real	
  random-­‐termina*ng	
  verifier

• For	
  the	
  emulated	
  verifiers,	
  as	
  hard	
  as	
  finding	
  a	
  random	
  second
pre-­‐image	
  of	
  a	
  func*on!

Es*mate	
  ® =	
  Pr[P(k)*wins	
  |ri,r-­‐i]
	
  -­‐	
  sample	
  random	
  con*nua*ons	
  of	
  all	
  verifiers

rj	
  -­‐	
  random	
  coins	
  of	
  the	
  j’th	
  verifier	
  drawn	
  at	
  first	
  round

Sample	
  random	
  con*nua*ons	
  is:
– feasible	
  for	
  (arbitrary)	
  emulated	
  verifiers
– impossible	
  for	
  (arbitrary)	
  real	
  verifier	
  (even	
  for	
  unbounded	
  sampler)
– feasible	
  for	
  the	
  real	
  random	
  termina*on	
  verifier

Find	
  r-­‐i	
  	
  such	
  that

Pr[P(k)*wins|ri,r-­‐i]¸(1	
  -­‐1/2m)ε(k)



Defining	
  P*(revisited	
  #2)

Problem:	
  threshold	
  sensi*vity

Solu-on:	
  follows	
  “Smooth	
  sampling”	
  approach	
  of	
  Håstad	
  et	
  al.:

P*	
  Samples	
  many	
  (r-­‐i,r2,…,rm)	
  (all	
  protocol’s	
  random	
  coins),	
  and
chooses	
  r-­‐i	
  	
  as	
  the	
  prefix	
  of	
  first	
  successful	
  execu*on	
  (P*	
  wins).

• Proof	
  w.r.t.	
  ® s*ll	
  goes	
  through

• The	
  probability	
  that	
  	
  r-­‐i	
  is	
  picked,	
  is	
  propor*onal	
  to	
  ®(r-­‐i)

• Hence,	
  proof	
  s*ll	
  go	
  through	
  w.r.t.	
  ®’
 The	
  original	
  proof	
  can	
  be	
  fixed,	
  using	
  so8	
  thresholds



Summary

• Parallel	
  repe**on	
  may	
  not	
  improve	
  security

• Does	
  improve	
  security	
  of	
  a	
  slight	
  variant	
  of	
  any	
  protocol

• 	
  Main	
  reason,	
  the	
  modified	
  	
  verifier	
  is	
  unpredictable

• Useful	
  for	
  many	
  se|ngs

Main	
  open	
  ques*on:

• Can	
  this	
  proof	
  technique	
  be	
  applied	
  to	
  other	
  se|ngs


