eduroam

Why Institute for Advanced Study

Joined this Global Secure Wireless
Initiative

and Why You Should Too
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The Institute for Advanced Stuady is one of the world’s leading centers

for theoretical research and intellectual inquiry. The Institute exists to

encourage and support curiosity-driven research in the sciences and humanities
—the original, often speculative thinking that produces advances in knowledge

that change the way we understand the world.

furrently, a permanent Faculty of

the work of the Schools and each year awards
fellowships to some two hundred visiting
Members, from about one hundred
universities and research institutions

“ throughout the world.

approximately thirty eminent academics guides
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" Library resources
Princeton
S University

A

PU Guest only
allowed access 1
week/mo!
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What?
Where?
Why?
How?
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‘eduroam (education roaming) is the secure, A
world-wide roaming access service developed o
for the international research and education

_community. y eclu roam

a

eduroam allows students, researchers
and staff from participating institutions
to obtain Internet connectivity across
campus and when visiting other
participating institutions by simply

iIng their laptop.
@en]ng /
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‘eduroam (education roaming) is the secure, A
world-wide roaming access service developed o
for the international research and education

_community. y eclu roam
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Use your school's Wi-Fi
authentication at any eduroam
hotspot in the world and join
instantly and securely
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|AS: eduroam users came
from 152 unique
instittions
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[ eduroam user experience }

Open laptop/device
Select SSID = eduroam
Connection!
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I Bx 7

[ eduroam - benefits for IT }

Y S N

Can still control

guest bandwidth
N accounts VAS D

0 Allows
access
resource

. control

. Eliminates

- Improves
security for
. visitors y
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IT Time Investment }
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802.1X
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[ IT Financial Investment }
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5 Easy Step to Set up eduroam

1.Submit a request to join at
www.eduroam.us

2.Exchange IP address & shared radius
secret with eduroam.us

3. Connect your radius server to
eduroam-US federation

4. Broadcast a 802.1X ssid called
eduroam

5. Advertise the service to your

JRpunity



http://www.eduroam.us/

|

Jargon Alert!
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Service
Provider

(5P)

o
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[ Broadcasting SSID }
eduroam

Service [Configured eduroam access
Provider to internet

[ Forwarding radius request }
up eduroam chain

\ %
~ Can be any organization |
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Peers with eduroam radius }

[ servers

ldentity Radius connects to directory
Provider Services
[ Authenticate user’s }
credentials
\_ J

‘Can only be academic institution |
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No Radius

|
/
/
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{user@ias.edu on |AS Campus}

Service ldentity

Provider Provider
(SP) (IDP)
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{user@ias.edu on Princeton UJ

Service ldentity

Provider
(IDP)

Provider
(SP)
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a I
eduroam is a federation

Kof radius servers

)
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User
credentials
are never
seen by SP

\ /
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Implementation

Create a new radius pool for

5 eduroam.us radius servers
g Exchange radius secrets with

eduroam.us
Broadcast 802.X SSID called

. eduroam
"~ Add eduroam to 802.1X provisioning

X tool y

VAN

N (

AN

&
~

AN

AN
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~ Adding eduroam to radius |

GCreating eduroam server pool in \
FreeRadius

home_server_pool eduroam {
type = fail-over
home_server = tlrs1.eduroam.us
home_server = tlrs2.eduroam.us

N /
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[Configuring the user device}

4 N

eduroam Configuration
Assistant Tool (CAT)
https://cat.eduroam.edu

o /
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Configuring CAT
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LAl wwa woenlly viyroces Wwoaga v LLY Thaa roaort ane @aaa 2 s mtirg bal oul weand "yoarben,

Welcome to edurcam CAT

eduroam Configuration Asgistant Tool eciuroam
W mrie page B Baneawsts TR A Sefrn Dwiresh TnagbEOSR) Torala Favwa = Galsga Hiovatek Salans Berk Pabk Soamafli=n Sniccd S.aml Fiaravs Hagear Bactusnbs Shveretinon SEAT CAna
Aot wluroem X
eduroam admin:
manage your IdP
I TTRRRTTN
= Yoo muzt have recetees 20 e RAT o0 from yGur naton2l edur0am Soerator sefcre bang abke 20 ™AT3PE vo.r itsThricn, I that iz ihe case, perzecindtuzati kg n.
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ecuCAN Soclsl Networks Experimante!

—EAP dctails for all users

Facebook
Ccogle
Linkadin
Twiter
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Choose an installer to download

MS Winduws 10

Inscicoee for Advanesd Siudy

MS Wniduws 8, 8.1

MS Windows 7

M5 Windows Vista )

Apple OS5 X [ Capitan
Apple 05 X fosemite
Apple 05 X Maverchks
Apple OZ X Mountain Lion
Apple OS5 X Lion
Apple 105 mobile devices (IOZ 7 and above)

Appc iOS mobilz devees (iI0S 5 and 6)

Android 5.0 Marshmallow
Android 5.0 Lollipop

Android 4.3 Kitiat

Android 4.3

eduroam
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WZ } |

(
: vided by YO
figured W setings P*°
This device cannot D& COraripution )
&’ MS Windows
v

—

(MS Windows7 and Vista do not come }

with a WPA2 supplicant
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Properly
configures user’s
credentials
(user@institutio

n)
Configures
Installs security
digitally ,
signed cert settings
by TERENA. (Zlney%uer
Vi
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‘eduroam is
a
federation
built on

‘Trust
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Are you sure you want to install profile “eduroam”?

R

Compliance with this policy

All users of the Institute's information technology resources are expected tc comply with the
terms of the Institute's Computing Policy.

Regardless of where a user is located or how they are connecting to IAS information
technology resources, all users are expected to use these resources in an ethical, respectful
and respensible fashion. All users that make use of IAS information technolegy resources are
governed by IAS policies and guidelines as well as all local, state, federal and international
laws.

By using this rescurce, you agree to the terms stated in this web page http://www.ias.edu/
campus/computing/privacy-poclicy

Cancel Install

——

All eduroam users have signed an user
eduroam (CcOmpliance statement




a I
eduroam is a federation

Kof radius servers
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Outer Tunnel

File Edit View Gc Capture Analyze Statistics Ilelephony locls Interrals Help
@@4ims BT Rd Qe w2y BE -

Filter: - I Expression... Clear Apply ~
No. Timp Source Deslinal ion Prolocol Lenglh-
1 2015-11-17 22:32:25.592 Cisco S5a:ah:6a C(isce 5a:ab:6a LOOF B

2015-11-17 22:32:30.745 192.166.0.350 €4.57.22.74 RADIUS

3 2015-11-17 22:32:30.986 64.57.22.74 162 .168.6.50 RADTUS 186,

ac<et ldentivler: bxza (42)
Length: 216
Authenticator: bD9e9b7TOB72%210%ac645eb6casidTe
[The response lo lhis reguesl is o (frampe 3]
+ Attribute Yalue Pairs
» AVP: L=19 t-User-Name(l): anonymous@las.edu
» AYP: 1=6 t=Framed-MTU(12): 14608
» AVP: =24 t-Called-5tation-1d(30): b4ae.0c5/.d41a0:eduroan
» AYP: 1=16 t=Calling-Station-Id(31): 16€bf.4506.a2a6 A

‘_—' > l
O® Frame iframe), 252 bytes Packets: €8 - Displaye... Profile: Default

e

-

2
all

— B B
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Inscicoee for Advanesd Siudy

Inner Tunnel TLS

File Edit View Go Capture Analyze Statistics lelephery locls Internals Help

@ Ams BT XE Q0 we 2 BE o o F -

Filter:l ~  Expression... Clear Apply Save
7 2015-11-17 22:32:31.130 64.57.22.7 192.168.0.56 RADIUS 1132 Access-Challenge(1l) (id-
8 2015 11 17 22:32:31.142 192.168.0.50 64.57.22.74 RADTUS 254 Access Request(1) (1d=45..
<
S . =5 Loy B

A

Length: 364z
Certiticates Length: 3039
« Cerlificales (3039 byles)
Certificate LengTh: 1282

» Certificate (pkcs-9-at-emailAddress=network@ias.edu,id-at-cormonNare=radius.ias. edu,id-at-c
Certiticate Length: 1751

» Certificate (id-at-comnonName=IAS Certificate Authority,pkcs-9-at-emailAddress—-networkgias.
» TLSv1 Record Layer: Handshake Pralocol: Server Key Fxchange
» TLSv1 Record Layer: Handshake Protocol: Server Hello Dene
» AVP: 1-16 t-lessage-Authenticatori(88): 085db2a55ad49a733494958d5d60h0cO9k
(—" ) ’l
O Texlilem (lexl), 253 byles | Packels: 68 - Displayec: 68 (100.0%) - Load lime: 0:... Profile: Deflaull

¢

| ¢

- “.‘
g ¢ D .", | | | )
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Inner Tunnel TLS Credentials

File Ecil Vien Go Caplure Analyce Slalislics Telephory Tools Ieleimnals Help

©® am . B XE Qo ovay BEE 20l @B -

I’ilter:' 'v] Expression... Clzar Apply Save
16 2615-11-17 22:32:31.462 192.1568.6.50 64.57.22.74 RADILS 339 Access-nequestflj iidédg
17 26€15-11-17 22:32:31.545 €4.57.22.74 192.168.60.50 RADIUS 213 Access-Accept(2) (id=49, -
<) >

"~

» Secure Sockels Layer
+ TLSv1 Record Layer: Applicalion Dala Prolocol: Applicalion Dala
Content Type: Application Data (23)
version: TLS 1.6 (DxD301)
Length: B8O
Cncryvpted Application Data: B792756¢cf37f21aaa%B21a3817dcd72166bbaeb825a32144. ..

» AVP: 1.6 T NAS-Port-Type(6l): Wireless-B802.11(19)
» AVP: 1=6 t=NAS-Porti3): 279

» AVP: 1=5 t=NAS-Port-Td(87): 279 T
» AVP: 1=18 t=State(24): cch/Didicabt1223acB2bA110h115463

» AVP: |=6 t=NAS IP Addressi4): 192.168.6.5D

» AVP: 1=8 I=NAS Idenlifieri{32): ecpll4? 7

|

O™ Payload is ercryplee appli .. Packels: 68 - Displayed: 68 (100.0%) - Load Lime: D:.. Profilo: Delaull

S22))
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3802.1X Encryption: EAP

CAP-Type
FAP-TI S

EAP-TTLS

EAP-PEAP

hative Suppicant Support

Windows (XP. Vistz, 7). Mar
03 X, Lirux, iO3 (iPhore,
iPod Touch, iPad), Android
(V1.64)

Mzc OS X, Lirux, iOS
(iPhone, iFod Touch, iPad),
Androic (v1.6+)

wWindows (XP. VIste. 7). Vac
0S X, Linux, iOS (i"honc,
iPod Touch, iPad), Android
(v1.64)

OJII roam

Pros

* Vaicatcs clicrt as
well as infrastructire

» Reduced risk of
beng Phishec

* ElOoCKINg USEr access
is via ccriifcaic
revocaton

e Works on many
pletrorms

Cons

e 'Kl infrastructurc i3 requrced

e [.s2rs must configure
supplicant to use cerincate

» |dcntity may be cxpescd n
TI S exchange depending nn
contents of cerificate

» No native supplicant support
on Micrascft Windows

e Folenlial for Mzn-in-
the-Mddle attacks

« Fotential for Mzan-in-
the-Mddle attacks

o |denlily may be expuszd
during Phasz 1 of exchange



Inner Tunnel

MSCHAP

MSCHAPv
2
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/RFC5281 states that "When either client or

server receives a certificate as part of the TLS
handshake, it should validate the certification
\path to a trusted root." y

~

Private CA Commercial
CA
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-

conference.njedge.net/2015/

5
eduroam @

-~
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https://www.youtube.com/watch?
v=TVCmcMZS3uA&feature=youtu.be
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https://www.youtube.com/watch?v=TVCmcMZS3uA&feature=youtu.be
https://www.youtube.com/watch?v=TVCmcMZS3uA&feature=youtu.be

