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\ Post-Quantum Cryptography and its Impact on Higher Education

Problem: Quantum computers combined with Shor's Algorithm can lead to significant
improvements in factoring large composite numbers to their prime factors. This has the
potential for making current cryptographic protocols obsolete and easily broken.

Challenge: What can we do about it? NIST has been working on standardizing ER R
Quantum-Safe Cryptography (QSC) for over a decade (timeline below). The final candidates
are being scrutinized and should be ready in 2024. Don't panic; continue to focus on your

current security program. Just stay informed, and be ready for the changes that are coming.
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Next Steps: We have been here before. We have replaced many cryptographic protocols
A, in the past, like DES, RC4, MD5, SHA-1, etc. Our cryptographic libraries are ready to
ol v utilize new Quantum-Safe Cryptography (QSC) once the NIST standards are complete.
| As a community, we should continue the discussion to determine our next steps.
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